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O6uiee onMcaHME 3NIEKTPOHHbIX KJIOUEeH

DNeKTPOHHBIN K04, B O0OIIEM cllyyae, IpeAcTaBseT cOO0Oi 3alluIleHHbI OT HECAaHKIIMO-
HUPOBAHHOTO CUMUTHIBAHUS HOCUTENb UHGOopMauuu. OH UMEET IMPOKUI CIIEKTp MpUMEHe-
HUSI: HAUMHAS OT XpaHeHMsT Ha HeM KpuITorpadrieckoil nHGopMaluy 1 3aKaHYMBask ayTeH-
THdUKALMEH M0JIb30BaTelIeil ¥ TUIICH3NPOBAaHUEM IIPOIrPAMMHOI0 00eCIIeUeHMS.

DOYHKIMOHAIBHOCTh TOCIECAHUX TOKOJECHMI 3JEKTPOHHBIX KJIIOUYEH 3HAYUTEIHHO IOBBICH-
nack. [ToMuMO cTaHAAPTHBIX BO3MOXKHOCTEH 3alIMIIEHHOTO XpaHEHMs AAHHBIX TOSIBUJIACH
BO3MOXHOCTb MPOBEAECHUSI HEKOTOPHIX MaTeMaTUYEeCKUX MpeoOpa3oBaHMiA BHYTPU Kiioua C
HCITOJIb30BaHMEM 3aIlIMCAaHHBIX B HETO JAHHBIX, a TAKXKE peam3alllsl COOCTBEHHBIX aJITOPUT-
MOB 00paOOTKM TaHHBIX B 3JIEKTPOHHOM KJTIOUE.

B pamkax maHHOTO ypoKa 3JeKTPOHHbBIE KIIIOUM OYyIyT pacCCMOTPEHBI KaK ¢ TOYKU 3pSHUS pa3-
paboT4mKa, TaK ¥ KOHEYHOIO IOJIb30BaTeNIsl IMIPOAYKTA. YPOK SIBIsSIeTCS MH(POPMALIMOHHBIM,
OIHAKO HeOOXOAUM IS TOHMMaHUs TexHojoruii Guardant ¥ MPUHIIUIIOB PAOOTHI C HUMMU.

Mcnonb3yembie TepMmuHbl M 0603HAUYEHMNSA

EEPROM - sjekTpudecku ctupaeMoe rnmporpammupyemoe I13Y, ncnonssyeMoe mist XpaHeHUs
JMAaHHBIX KJII0Ya.

CMMMeTpUYHas KpUNTOCUCTEMA — KPUIITOCHCTEMA, B KOTOPOM ISl MG poOBaHUS M pac-
mrdpPoBaHUS IPUMEHSETCSI ONUH U TOT XK€ KPUITTOrpauIeCKUil KITIOY.

AcMMMeTpHUYHas KpunTocucTteMa (KpUIITOCHCTEMA C OTKPBITBIM KJIIOUOM) — KPHUIITOCUCTE-
Ma mrdpoBaHUS WIK HU(PPOBOI MOANMCH, B KOTOPOU IJIsI ITPOBEACHMS IIPSIMOTO M 00paTHO-
ro ImpeoOpa3oBaHU MCIIOIB3YIOTCS pa3IMYHbIe KpUIITOrpadIecKre KIoYr, OOUH 13 KOTO-
PBIX SIBIIIETCS OOILIEAOCTYITHBIM U IpeAHA3HAYeH IS Iepeaady Mo OTKPhITOMY KaHaiy. OT-
KPBITBIN KJTIOY UCIOJIb3yeTcs 1ast mpoBepku DT u mmdpoBanusa coobiuieHuii. s reHepa-
uu DUIT u niast pacimdpoBaHus COOOIIEHUS NCTIOIb3YeTCs CEKPETHBIN KITIOY.

AES128 (AES256) — OTKPbBITbIi CUMMETPUUYHBIN aJITOPUTM OJIOUHOTO IIM(ppoBaHUs (IJIUHA
koda 128 (256) 6ur, nnHHA 6j10Ka 128 6uUT).

ECC160 — KpUIITOCUCTEMA C OTKPHITHIM KJIIOYOM, OCHOBaHHAs Ha MPeo0pa30BaHUSIX B TpyIIIe
TOYEK SJUIMIITUYECKUX KPUBBIX (IJIMHA CEKPETHOro Kitoya 160 6MT, IMHA OTKPHITOrO KJIoda
320 6uT, IMHA TOANKChIBaeMOro cooduenus 160 6ur, JaMHa BeIpabaThbiBaeMoOil IM(PPOBOIt
noanucu 320 6uT).

GSII64 — 3aKkpbITblii CUMMETPUYHBINA aaropuT™M OJIOUHOro IMppoBaHUS (IJMHA Kio4ya
128/256 out, mHa 6710Ka 64 6uTa), pa3paboTaHHBINA CIIELIMATUCTAMU KOMIIAHUU «AKTHUB».

HASH64 — ajropuT™M BbIYUCIEHUS X31I-PyHKIMU Ha ocHoBe GSI164 (mivHa xmioua 128/256
OUT). AITOPUTM MCIONb3YETCS JJISI BEIYMCICHUS HAIEKHBIX KOHTPOJIbHBIX CYMM, IIPOBEPKU

HOEJIO0CTHOCTU N aYTCHTI/I(I)I/IKaHI/II/I JaHHbIX.

RND64 — ajiropuTM TeHepalMy IICEeBIOCTyYaliHBIX ITOCIEA0BATEIbHOCTEM IMHON 64 OuTa
Ha ocHoBe GSI164 (mnuHa xirova 128/256 our).

SHA256 — ajropuTM BBIYMCICHUS XelI-(YHKIMU (IJIMHA BhIXoAa 256 6uUT).



Ycrpoucreo knouen Guardant

BhelHe anekTpoHHbI Kiatou Guardant npeacrasiasieT coooit USB-6pesiok, Ha Kopnyce KOTo-
poro ykazaHa MOJeib Kioua (MM Ha3BaHME OpraHM3alvM pa3padoTyrKa / HauMEHOBaHME
MporpaMMBbl MPOAYKTA, B CIydyae 3aKa3HbIX KITIOUEi ).

C TOYKM 3peHUs KOHEYHOTO MOJIb30BaTells, Kiitod Guardant — 3T0 yCTpoiCTBO, HEOOXOIUMOE
IUTSL KOPPEKTHOM pabOTHI 3alUAILIEHHOTO TIPUIOXKEHUA.

C TOYKM 3peHUs pa3pabdoTYMKa IIPOrpPaMMHOTIO IPOIYKTa, SJIEKTPOHHBIN KITIOU SIBJISIETCS HO-
CHUTEJIEM CEKPEeTHOM MH(MOPMAIIUK, CIIOCOOHBIM BBITIOIHSTL KPUIITOrpaduiecKe mpeodpas3o-
BaHMSI, HA OCHOBE YeT0 1 IIPOU3BOIUTCS 3aIlIUTa IIPUIIOKCHNS.

MukpoxonrTponnep
OCHOBHBIM 3JIEMEHTOM 3JICKTPOHHBIX Kitoueil Guardant siBisieTcst MUKpoKoHTposutep. I1po-
rpamMMa, 3alMcaHHas B HEM, OCYIIECTBIISIET 00padoTKy MH(POPMALIMKA M Peau3yeT IIPOTOKOI
oOMeHa ¢ JpaiiBepoM.

He pexomeHayeTcs nenaTh NOMNBITKU pa3o0paTh Kitod. Hanuuue ciieoB BCKPBITUSI U IPYTUX
(hbr3MYEeCKUX TOBPEXIECHUI MTPUBOAUT K IMOTEPE rapaHTUM.

UpeHTMPMKALMOHHLIM HOMEP KAlIoud
Kaxnpiit kmou Guardant conepXuT YHUKaAbHBINA MaeHTU(hUKanoHHbiin HoMep (ID), koto-
PBIii MPOIIMBAETCS Ha 3Tarle IMPOM3BOJCTBA KJI0Ua M HE MOXET ObITh IPOAYOJIMPOBaH WIN W3-
MeHeH. MapkupoBka ID HaHocUTCA Takke Ha Kopryc Kitoda. OHa IMO3BOJISIET BECTU y4yeT
5JIEKTPOHHBIX KJIIOUEH, IepeaaBaeMbIX KJIMeHTaM 1 ITapTHepaM, YTO YIIPOIIaeT TeXHUIECKYIO

IOAACPXKKY.
CryxeBan wHopmalpn
orETEEITT ——— & _
5 Mpentndmrkarcp (I0) knioua
B WACTHORUATSRHYHOM opmaTe
CeseTopunop

BOnekTpoHHbIe Koy Guardant o60pyaoBaHbl CBETOAMOIOM, IO KOTOPOMY MOXHO CYIUTh O
KOPPEKTHOCTU paboThl KJIO4Ya, a Takke AUAarHOCTUPOBATh HEKOTOpHbIE MPOOJeMbl, BO3HU-
KalolIue B MPoLecce ero padoThl (IT0 CIOCO0Y MUTaHUS KJII04a).
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Koab! pocryna
Konap! goctyna siBISIIOTCS OTHOBPEMEHHO UASHTU(PUKATOPOM pa3paboTurka (001Iuii Koja), 1o
KOTOPOMY 3allIMIIEHHOE MPWIOXKEHNEe MOXET HalTH HYXXHBIM eMy K04, a TaKKe MapoJIsaMu
IIJIST BBIIIOJTHEHUS pa3nnyHbIX orepanuii Guardant API ¢ kimrodom:

Kona nocryna HasHaueHue

Public Moka3blBaeT NPUHAAJIEXHOCTb K/Ilo4a TOMY MM MHOMY pa3paboTumnky
o6wwit ko

Private Read YTeHne namMsATn KoYa, BbIMOSHEHWE annapaTHbIX anropuTMoB,
CeKpeTHbIN KO/l UTEHWUS 06palleHNE K 3aLUMLLIEHHBIM AYeiikaMm

Private Write 3anncb AaHHbIX B NAMATb Kkoya

CeKpeTHbIii KoJ, 3anucu

Private Master BbInonHeHWe cneupanbHbIX onepaLmii ¢ KIo4YoM (MHULManusaums
CeKkpeTHbIi MacTep-Kkoa namsTH, yCTaHOBKa 3anpeToB)

YHUKaJbHBIM HA00p KOIOB JOCTYIA MPHCBAUBACTCA pa3pabOTUYMKY MPU MEPBOM 3aKase KIlo-
yeit Guardant 1 TIpoIMBaeTCsT B KaXIbIii KiTo4. Pa3zpaboTynmK BBOIUT 3TH KOIBI B Mpoliecce
WHCTAJUTAIMY KOMITJIEKTa pa3paboTYMKa W WCIIONb3yeT MX MpU BbI3oBe (pyHKimii Guardant
API.

DNEeKTPOHHbIE K/II0YM C OnpeAesieHHbIMM KOAAMU [OCTYyNa MOXXET Npuo6pecTy TONbKO
nuuo/opraHusauus-Bnageney 3Tux Kogos.

OpranMsauua namaTi Knoua
Bce xmioun Guardant nokonenusi Sign/Time umeror 4 KO 3HEpProHe3aBUCUMON MNaMSTU
(EEPROM) g xpaHeHUSI JaHHBIX, KOTOpast 00eCIIeunBacT UX COXPAHHOCTh B TEUECHUE I10-
psaka 100 net. IlogaepxuBaercss HeorpaHMIEeHHOE YMciio ceancoB uyTeHUs 1 1o 1000 000 ce-
aHCOB 3aIlMCH B MaMSITh Kirtoua. JIj1s1 yno6cTBa paboThl TaMsITh pa3dKUTa Ha JIOTUYECKUE TOJIs.

O000IIIEHHO 3TH IT0JISI MOXXHO Pa3Ae/INTh Ha CJICIYIOIINE IPYIIIIhL;

- UmeHue - JEMUCE U HMEHUE - Januce, YmeHue, cozdandue U ModuuRSY U AYSER NaMamuy

Crema NoT.

U1 HaC MHTEpPECHBI B IEPBYIO o4yepeab nons obwero v cBo6o0AHOro HasHaueHus. B Hux
pacmoaraercss mHGOpMaIKs, UCIIOIb3yeMasl B IIPOLIeCCe MCIIOJHEHMS 3allUIIeHHOTO MpH-
JIoXXKeHUsl. 3HaYeHMSI YKa3aHHBIX TOJIei MOXHO U3MEHSTh IPY MOMOIIM YTUIUTBI MpOTrpaM-
MupoBaHus kmouelt u Guardant API. ObpailieHre K 3alMMCaHHBIM B KJIIOY aJITOPUTMaM MO-
JKET BBITIOJTHATHCS TOJBKO TOC/Ie HAIOKEHUS 3aITPEeTOB HA YTEHUE/3aMKCh TIoJIel maMsTH (aB-
TOMATUYECKU MPOU3BOAUTCS] YTUIUTON MPOTrpaMMUPOBAHUSI Mocie 3anucu Macku). CTpyKTy-
pa MacK1 BIOCJIEACTBUM MOXET OBITh M3MEHEHA TOJIBKO MPH ITIOJTHOM OOHYJICHUU CONEPKU-
MOTO MoJieit 00111ero/cBOOOTHOTO Ha3HAUYECHUSI.

B xmouax ¢ ¢pyHKunoHanbHOCTEI0O Guardant Code nomoTHUTEIbHO COAEPXKUTCS 3alIMIIEH-
Has oT cuuTeiBaHUS Flash mamMsaTe o1 xpaHeHWsT pealn3yeMbIX pa3pabOTYNKOM alTOPUTMOB,
a TakxXke HeKoTopoe KoinyecTBo RAM, HeoOXoauMoit 111 UX UCTIOJTHEHUS.
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CeoaHas Ta6nuua xapakrepucruk knouei Guardant

Mogenb knroua Sign \ Time \ Code | Code Time | Sign Net | Time Net
Twun knoya JlokanbHbIN CeTeBoM
Mnatdopmbl Windows, Linux Windows, Linux*
EEPROM: 4 k6
06beM namsiTn EEPROM: 4 k6 Flash: 128 k6 EEPROM: 4 k6
O3Y 20 k6
Mpoueccop 32-bit ARM7 60MI'L}
ECC160, AES128, ECC160, AES128,
’;ﬂr“j;’;:::e GSIled, SHA2S6, | o o0 AR2S: GSII64, SHA256,
HASH64, RND64 HASH64, RND64
3arpy>aemsblii Kog Het Oa Het
3allUmLLeHHble aueikn | da
HID-pexunm Ja
TRU Jik]
Yacbl RTC Het \ Ha \ Het | Ha Het \ Ha
NHTepdeiic USB 2.0/1.1
‘ﬂpumeuanue

\(*) Moa Linux cepeep Guardant Net MoxeT paboTaTb TOMbKO B cpeae koMMepyeckol coopkn Wine@etersoft.

Cxema B3aMmoaeMCTBMUS JIEMEHTOB CMCTEMbI

OCHOBHBIMU CYOBEKTAMU B3aUMOICUCTBUS SIBIISIIOTCSA Pa3pabOTYMK M KOHEUHbINM ITOJIh30Ba-
TeIb 3alIUIIEHHOTO MpuiIokeHMs. O000IIeHHAs cxeMa B3aMMOICHCTBUSL CYOBbEKTOB MOXKET
OBITH MpeCTaBIeHA CIEYIOIIUM 00pa30M:

YTUNWTBI KOMNNEeKTa

paspaboTuuka
KoHeuHbiit nonsaoearent PaspaGoTumk l
SALMLLEHHOE MPUNOKEHNE Guardant API| R Hpaisep —

Knioua

0606LWeHHan cXxeMa B3aNMOOeNCTEMA 3NeMeHTOR CUCTeMEI

OnHoOM 13 OCHOBHBIX 3a/ay, pelllaeMbIX B Cllydae KOMIUIEKCHOIO IOAXO0Ia K 3allUTe MPUIo-
JKeHWI1 TIpU MOMOIIM 3JIEKTPOHHBIX KITIOUEH, SIBISIETCS OpraHM3alust 0e30I1acHOro ooMeHa
JaHHBIMU MEXIY BCEMU CYObEKTaMM B3aMMOMEIICTBMSI Ha KaXKIIOM 3Talle peajr3allii, 3KC-
IUTyaTalliy ¥ COIIPOBOXICHUS 3aIUTHI (3aIIUIIEHHOTO IIPYIOXEHUS).

Cxema 3aLMLLEHHOrO O6MeHa ¢ NPUIIcKEHNEeM

I[J'IS[ opraHmnsannumn Oe3omacHOro ooMeHa JaHHBIMU MEXKIY KIIOYOM M 3alIMIICHHbBIM IIPpUJIO-
KEHUEM UCIIOJIB3YETCA CIICAYIOIIada CXeMa:

UJHQ)DOBEHME A8HHBIX Ha CECCMOHHOM KNio4ye

_____ A_BTE33_|-|-MT§|
3aluLLeHHoe I /AI _______ _i o =
b TS V" | GuardantAPI | parieep ] .
******* a/( : (DLL unn vacte | ﬂpa”zegawmbl USB Hardware ‘%‘
r | | | npunoxexusa) | Lpaneep Q
l Guardant API I : : | Cilardant

( TexHonorvm Nceeaokoaa u
oBycraumm

BaanmHan ayTeHTMDWKaUMS N
KOHTPOIb LLeNOCTHOCTH

Cxema GezonacHoro obmeHa gaHHbIMIA



Hannble, nepenaBaeMble Mexay Guardant API v 2eKTpOHHBIM KJIIOUYOM, IUMPYIOTCI Ha
CECCMOHHOM KJloue, BbipadaThiBa€MOM MpPY MHULIMAIM3ALMU CECCUM B3aumonaeicTBus. Ta-
KM 00pa3oM, MepexBaT JaHHBIX B HEKOHTPOJIMPYEeMbIX KaHajlax (mpaiiBep HID, apaiiep
mmHel USB 1 armmapartnas yacte USB) He macT HapyImTe o TOTTOTHUTEIbHOM MH(pOpMaInn
IUIS aHaJu3a 3alllUThl, a TakKe HE ITO3BOJUT IOCTPOUTH SMYJSITOpP KiIroya Ha yKa3aHHOM
YPOBHE.

BuayTtpenHss noruka Guardant API 3aiiuiiieHa COBpEMEHHBIMUM TEXHOJIOTUSIMU MICEBIOKOAA U
00dycKaluy, YTo 3HAYMTEIbHO 3aTPYIHSIET €€ aHaJIN3 HapyIIUTEIEM.

B xauecTBe JOMOIHUTETLHON CTYIICHN 3alIATHI MOXKET BBICTYITaTh gpanBep Guardant. B Hem
peaqr30BaHbl AJITOPUTMBI B3aUMHOI ayTeHTUMUKALIMU 1 KOHTPOJI 1eaocTHocTH ¢ Guardant
API. UMeHHO 1O3TOMY PEKOMEHAYETCS 110 BO3MOXHOCTH MCIIOIb30BaTh KJIIOU B peXXUME pa-
00THI ¢ apaiiBepom Guardant.

Jlerko BumeTh, yTO Hanbonee yA3BUMbIM MECTOM B 3alUTE MPUIOXEHUS TPU MOMOIIU
3JIEKTPOHHOTIO KJII0YA SIBJSIETCS KO CaMOro 3alliIaeMOro NpUIOKeHNs, B YACTHOCTU, TOUKHU
BbI3oBa ¢yHkuui Guardant API. BcaeacTtBue 3TOro HacToSTEIbHO PEKOMEHAYETCSl UCIOJIb-
30BaTh ABTO3awWwmTy Guardant B COBOKYIMHOCTH C COOCTBEHHbIMM MEXaHU3MaMM 3alllUThl. B
CUJTy AMHAMUYHOCTH Pa3BUTUSI aBTO3AIIUTHI, CYIIECTBYET BO3MOXHOCTb OOHOBJIEHUS 3aIATHI
MPWIOXEHUS MyTeM HaJOXEHUS HOBOW BEPCHUM aBTO3AIUTHI, 0€3 HEOOXOAUMOCTH BHECEHMUS
3HAYUTEJIbHBIX U3MEHEHUI B OOIIIYIO CXeMY 3allluThl U BbI3oBbl Guardant API.

Anropurm BbIpa6GoTKM CEAHCOBOIO KIOUa
TpaguumoHHas cxeMa 3allUThl IPUIOKEHUI C MOMOIIbIO 3JIEKTPOHHOIO KJI04a MOXET ObITh
CKOMITIPOMETUPOBAHA MOCPEACTBOM MOCTPOEHUS TaOAMYHOIO 3MyJisiTopa. B cuiny Toro, 4ro
3alMILIEHHOE TTPWIOXEHHUE 3a4acTyl0 COAEPKUT KOHEUYHOE YMCIO OOpallleHUiA K K04y, IpU
HaKOIUIEHUU ONpeAeaEHHON CTaATUCTUKM BO3MOXHO MocTpoeHue amyasatopa USB mpaitBepa,
KOTOPBIN Ha KaXIblii BOIIPOC OyIeT MOChUIaTh U3BECTHBIN OTBET U3 TAOJIMIIBI ITOACTAHOBKMU.

71 IpOTUBOAEHCTBUS 3TOMY CHELMATMCTAMU KOMIAHUU «AKTHB» OblJIa pa3paboTaHa yHU-
KaJIbHasI CXeMa IeHepaluy CECCUOHHBIX KTIOUEeH IJI1 CUMMETPUYHOTO 0J104HOrO mmudpa, mo-
3BOJISIIONIAS CHeJlaTh YHUKaJIbHBIM BeCh Tpaduk, MeperaBacMblii B paMKax KaxXXIoi ceccuu
MEXIYy MPUIOXKEHUEM U KJIIOUOM. YKa3aHHBIM METO/ JejaeT OeCIIOe3HbIM BCTpauBaHUE JIOT-
repoB B LIEMIOYKY OOMEHa, YTO 3HAYUTEIbHO YMEHBIIAET YUCIIO TTOTEHIIMAIBHBIX aTaK CO CTO-
POHBI 3IOYMBIIIJICHHUKOB.

MUcnonb3oBaHMe 3aKPLITLIX KpUATOrpadpuUuecKkux asnropurmos
[Tpu ucnonb3oBaHUM Kitouei mokojeHus Sign/Time cyliecTByeT BO3MOXHOCTh MCITOJIb30Ba-
HUSI KaK OTKPHIThIX KpuntoaaroputMoB (AES128, SHA256, ECCI160), Tak ¥ 3aKpbITOTO
KpUnTorpadgryecKkoro ajJropurma.

Hng xmoueii Guardant Sign 1 Guardant Time 3akpbIThiM anroputmom ssisietcss GSI1164.
DTO CUMMETPHUYHbIN aJITOPUTM C IJIMHOM Kioda 128 vim 256 6ut. OCOOeHHOCTb €T0 UCHOJIb-
30BaHUS B TOM, UTO IS ITOTEHIIMAIIBHOTO HAPYIIUTEJIS OH SIBJISETCS YEPHBIM SIIMKOM. DTO
3HAYUT, YTO aTaKy Ha aJlTOPUTM METOAOM IOJIHOIO Iepedopa MOXHO OCYIIECTBUTh TOJBKO
IPU HEIMOCPEICTBEHHOM OOMEHEe C cCaMMM KJIIouoM. B 3TOM cilyyae BpeMsl Ha peau3aliuio
aTaku Ha aJlfOPUTM 3HAUYMTEIbHO BO3pacTaeT 3a CYET OrpaHWYEHUS KaHajla nmepegayd U BbI-
YUCIUTEIHBHOM CIIOCOOHOCTA MUKPOIIPOIIeCCopa KiIoda.

B cnyyae ucnons3oBaHus Kitoueil mokoneHus Guardant Code, pa3paboTunMKoM 3alIUTBI MO-
KeT OBITh peaIu30BaH COOCTBEHHbBIN arOpuTM 00pabOTKM JaHHBIX, a TAKXKE 3arpy>KeH B KIIIOY
JII000M M3 U3BECTHBIX CYIIECTBYIOLIMX KPUITOrpadpMUYeCcKuX aaroputMoB. B oboux ciydasix
BEPOSITHOCTb YCIICIIHOM aTakyu Ha aJrOpUTM B JIEKTPOHHOM KJIlOY€ CTAHOBMUTCS MpeHeOpe-
XHAMO MaJIou.



TexHonorum ncesaokoaa u o6dpyckauum
3amuTa ¢pyHkuuoHasa Guardant API ocHoBaHa Ha TEXHOJIOTMU TICEBOOKOMA (BBIMOJHEHUE
MPOUCXOIUT B Cpelie CeLMaIbHOM BUPTYyalbHOM MAaIllMHBI), a TAKXKe TEXHOJIOTMU TeHepaluu
noauMop@HoOro Koaa (3amnyTblBaHME MCHOJHSIEMOro Koaa). bonee moapobHas uHboOpMaLus
pacmoJioxXeHa Ha KOPIIOpaTUBHOM CaiiTe KOMITAHUM: 9acTbl 1 yacTb2.

YKa3zaHHbIe TEXHOJIOTUM 3HAYUTEIHLHO YCIIOXHAKT UCITOJb30BAaHUE CPCACTB OTJIaaKU (B TOM
quciie, CHCHI/IEU[I/I?:I/IPOB&HHBIX) 1, COOTBECTCTBEHHO, aHAJIN3 3alIMIIICHHOI'O ITPUJIOKCHMA.

BzaumHan ayTeHTMPHMKALNS U KOHTPOJIb LIESIOCTHOCTH
HpaiiBep Guardant pabotaeT B HyJieBoM Koublie 3aiiuThl (Ring 0). ITpu padote ocyiuecTBis-
€TCSl B3aMMHasl MpPOBEepKa LEJOCTHOCTH M ayTeHTUYHOCTU OubanoTeku ¢pyHkuuit Guardant
API n gpaitBepa Guardant.

YKazaHHbIE MEpbl 3HAUMTEJIbHO 3aTPYAHSIOT OT/IaAKy oubauoreku pyHkuuii Guardant API u
JIeJ1aloT MPakKTUYeCKW HEBO3MOXHOM MOAMEHY OTACIbHBIX €€ MOAYJICH.

BcnenctBrue 3TOro peKoOMeHAyeTCsl 10 BO3MOXHOCTH MCIIOJIb30BaTh 2JIEKTPOHHBIE KIIOUU B
pexuMe paboTsl ¢ ApaiiBepoM Guardant.


http://www.aktiv-company.ru/news/avtomaticheskaya-zaschita-guardant-part-1.html
http://www.aktiv-company.ru/news/avtomaticheskaya-zaschita-guardant-part-2.html

3aknoueHme

B nanHOM ypoke mnpeacTaBiaeHa ocHOBHas nH(popmalus o TexHoiaorusax Guardant. OHa Heo0-
XOAMMA JUISl TIOHUMAaHUST OOILIUX MPUHIIMITIOB KOMILIEKCHOTO MOAX0a K 3alllUTe TPUIOXKEHUI
IIPY TTIOMOIIM 3JEKTPOHHBIX KJItouei. Ota nHpopMamys IIpru3BaHa yKa3aTh Te 0COOCHHOCTH,
Ha KOTOpEHIe JOJDKEH 00paTUTh BHUMAaHKE pa3pabOTIMK IIPU pealn3aliy COOCTBEHHOM 3aIlM-
THI.

HpI/I BCKPBITUM 3allIUTHI ITIPOrpaMMHOIO obecrieyeHUs1 OONBIIMHCTBO aTakK IIPOU3BOOUTCA HE
Ha TEXHOJIOTNHN, UCITOJIb30OBAHHDbIC IJIA 3allilUThl, 4 HCITOCPECACTBEHHO Ha p€an3alinioO 3allINThI.

Pa3paboTyrku KOMIIAaHUU «AKTUB» MOIBITAIMCH CAENATh BCe IJIs1 00eceYeHUs] BO3MOXHOCTHU
CO3[IaHUY AEUCTBUTEIBHO HAAEXKHOW 3alllMThl MPUIOKEHUN Ha OCHOBE 3JIEKTPOHHBIX KJTIO-
yei.

O ToM, KaK HanboJjiee TPaMOTHO PeaJiM30BaTh MHOXECTBO COOCTBEHHBIX MEXaHU3MOB 3allll-
TBI, peUb MOMJIET B CIEAYIONINX YPOKAX.



JononHuTenbHbIe UCTOUMHUKM MHPOpMALLMMN

ITpu BOZBHUKHOBEHUHU BOIIPOCOB, Ha KOTOPHIE BaM HE YIaJIOCh HAMTU OTBETa B 3TOM IIOCOOUM,
pPEKOMEHAYEM 00PaTUTHCS K CAEAYIOLIMM TOMOJHUTEIbHBIM UCTOYHMKAM MH(OpMaLIUU;

WWW: hittp://www.guardant.ru

Web-caliT pa3paboTyuMKa COAEPXUT OOJbIION 00beM CIpaBOYHOI MHGpOpMaLUKU 00 3JIeK-
TpOHHBIX Kitoyax Guardant.

Cny)x6a TeXHN4YEeCKOM NOAACPIKKMN:
e-mail: hotline@guardant.ru
ten. +7(495)925-77-90
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