Guardant®

Cucrema 3ALWMTBI OT KOMMBbIOTEPHOTO NUPATCTBA

dddbexkTBHOA

3ALWMTA NPUIIOIKEHUMN

Ypok 4: AMCTAHLMOHHOE
oGHOBNEHME NAMATH KJIoU A

© 2010 Komnaxuma Aktus



Copepxxanmue

onee on"cu“"e TexHonor"" 0000000000000000000000000000000000000000000000000000000000000 3

M CNomnb3yemble TEPMUHBL U OBOZHAUEHMSA ..........cveeeeeeereeeeeeeeeeeeeeeee e sesee s, 3
npoToKon ynaneHHoro OGHaneH"ﬂ 0000000000000 000000000000000000000000000000000000000 4

noBepeHHoe YAaneHHoe OGHaneH"e 0000000000000000000000000000000000000000000000000 5

LLIar 0. MNoarotoska NApOnst YAANEHHOTO OBHOBAEHMS ............cecveeeererreeeereeeereseese e, 5
LLar T. Co3naH1e 3ampoCa HQ OBHOBIIEHME ...........c.ceveieereeieeieieseseseesee s 6
LLar 2. Co300HNE LAMMA OOHOBIIEHMS ..ot ee e e e eeee e e eeeeeeeeeee 7
LLIar 3. OBHOBAEHUE MAMATU KITIOUQ .......veveeeeeereeeeeeeeeee e eev e eese s s s eennen 9
LLlar 4. 30BepLueHne YOAneHHOTO OBHOBIIEHUS .........c..c.cveeeeeeeeeeeeeeeeeeeeeeeesesesseeses s 10

30K"mqu"e .....................................................................................l l

nononH"Teanble “cTqu"K" "H¢opMa“"" 0000000000000000000000000000000000000000 12



O6ee onucaHMe TEXHONOrMM

TexHousorust 6€30MacHOrO yAaJeHHOro OOHOBJEHUS MpeaHa3HauYeHa 1j1s1 06HOB/IEHUA Nnams-
TU KJIOYA, HAXOISIIErocsl Y KOHEYHOro noJsib30BaTesifl 3alllMIleHHON MporpaMMbl, 6e3 Te-
peJauM 3JeKTPOHHOIO KJIto4ya pa3padoTUYuKYy.

OOHOBIIEHHE TTAMSITH KJTI09a MOXKET OBITh TTOJIE3HO TP HEOOXOIMMOCTH:

o [MpomyieHnsT cpoKa UCTIOJIB30BAHUSI IPUIOXKEHUSI, OTPAHUYEHHOTO 110 BpeMEeHU UCIOJIb-
30BaHMS WM YUCITY 3aIyCKOB

o AKTUBAaLIMY IEMO-BEPCUN TPUIIOXKCHUS

o VYBenuueHus Yucia JOCTYITHBIX IMIEH3UM CETEBOTO MPUIOKEHMS

° OOHOBIIEHUSI BEPCUHU TPOTPAMMBI (C MI3MEHEHUEM apXUTEKTYPhI 3aIIUTHI)

o ITokynmKky KOHEYHBIM ITOJIb30BaTeIeM APYTOro 3allWIIEeHHOTO IPIIOXKEHUS pa3paboT-

4rKa — IJIs1 3alMCU HOBOM JIMLICH3UH B KIIIOY

OCHOBHOE JOCTOMHCTBO TEXHOJIOTUH 3aKJII0YAETCS B TOM, UTO MH(MOpMALKs, peaHa3HAYEeH-
Hasl [Tl JUCTaHIIMOHHOIO OOHOBJIEHUS MAaMSTH KJIIoua, IiepeaaBaeMasi OT pa3paboTyrKa KO-
HEYHOMY I0JIb30BaTe/I0, AEKOAUPYETCs U 00pabaThIBA€TCsI TOJbKO BHYTPU 3J1IEKTPOHHOIO
KJIoua.

J11s1 BRIMOTHEHUST IPOLIEAYPbl YIaAEHHOIO OOHOBJIEHUS pa3padOTUMKy HEOOXOAUMBbI:

o YCcTaHOBIEHHBI KOMILIEKT pa3padoTuynKa
o JIr00011 5K3eMILIAp 3JEKTPOHHOTO KJII0Ya TOM e MOAENN, UTO U Y TT0JIb30BaTe]Is
o Maponb yaaneHHOro o6HOBMIEHUA, 3aIIMCAHHbBIN B KJII0Y KOHEYHOI'O IT0JIB30BaTe/IsI B

MOMEHT €TI0 ITOCJICAHEN IIPOUINBKMU.

ITomp3oBaTeno moctaroyHo MMeTh yTuanuTy GrdTRU.exe, pacrpocTpaHsIeMyl0 B COCTaBE M-
CTpUOYTHBA 3aIIUILIEHHOTO IPUIOXKCHMUS.

B pamkax maHHOTO ypoka OyAeT IMpHMBEISH IIPOTOKOJI IPOLEAYPHl YIaJIeHHOTO OOHOBIICHUS
KJII04a, a TakKe OymyT IoApoOHO OIMMCAaHbI ASHCTBHUSI, COBEpIIaeMbie CTOPOHAMU B IIpoliecce
yIaJeHHOro OOHOBIICHUS ITaMSITH KJII04a.

Mcnonb3yembie TepMmuHbI U 0603HAUECHUS

HAoBepeHHOe ypaneHHoe o6HoBneHme (Trusted Remote Update, TRU) — TexHosorus
0€30I1acHOTO yIaJeHHOr0 OOHOBJICHUS MaMITH 3JEKTPOHHOTIO KII04a, MCKJIIoYalolas BO3-
MOXHOCTb KOMIIPOMETALlMU U/UIU (halbcUDUKAINN JAaHHBIX.

Macrep-knrou — 110001 3K3eMILISIP BJIEKTPOHHOIO KJIIoUa OIpeaeaeHHONH MOAEIU, UCOJIb-
3yeMbIil Ha CTOpPOHE pa3padOoTUMKa JJIs1 IPOBEASHUS MPOLEAYPhl yIaJIeHHOIO OOHOBJIEHMSI.

Maponb yaaneHHOro o6HOBMEHUS — CEKPETHBIN KJII0Y, MCIOJIB3yeMbIi WIS Mm@ poBaHUs
JIAHHbIX OOHOBJIEHUS.



NMporokon yaaneHHOro o6HoBNEeHHuA

ITpouecc ynajeHHOro (IMCTaHLIMOHHOIO) IporpaMMupoBaHus Kitodeir Guardant cocTouT us
4 3TaroB U BBHIMJISAUT CAEAYIONIIM 00pa3oM:

KoHeuHeIl none3oeaTtens Paspabotumk

1 CospaHue éanpoca Ha =
. obHoEneHVe Wy,
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3 OBHOBEHWE NamsTH
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4 Mepenaya paspaboTumky o] . @

Koda-NoATBEPKAEHNS =q

Cxewma 1. [1poTokos 1oBepeHHOTO yIaJeHHOTO OOHOBIECHUS

Ha 1-m stane noJib30BaTe/ib 3alIUILIEHHOIO MPUJIOXKEHUSI TEHEPHUPYET 3anpoc Ha o6HoBne-
HME NaMATU 2JIEKTPOHHOTIO KJIto4a U oOpaliaercs K pa3padoTurKy 3a HOBOU JUIIEH3UEH.

2-i 3Tam IMPOMCXOIUT Ha CTOPOHE pa3paboTYMKa M BKIIIOYAET ITOMCK MAcKM, 3allMCaHHON B
KJII0Y TI0JIB30BaTesisd, ee MOAMGUKAIIMIO ¥ TeHEepalliio AaMna 06HOBNAEeHUS TaMsITU IS yaa-
JIEHHOTO KJII04a, a TAKXKe MEPECHUIKY JaMIla KOHEYHOMY MOJIb30BaTENIO.

3-11 oTan NnpeAcTaBiIsieT OO0 HEMOCPEICTBEHHOE OOHOBICHUE TTaMITH Kito4a (IIpUMEeHEHME
JaMIia OOHOBJICHMS), B Pe3yJibTaTe KOTOPOTO IT0JIb30BaTe/ b MOJy4acT KOA NOATBEPAEHUS
3aBeplleHUs Olepalii OOHOBJICHUSI.

4-ii aTan 3aKiII0vaeTcs B MOJYYeHUM OT I0JIb30BaTelIsl KOAa MOATBEPXICHUS U (PUKCHPOBa-
HUU YCITEIITHOTO CTaTyca 3aBepLUeHUs orepaliiu B 6a3e MpoIIMBOK.

be3omnacHocTh 0OMeHa obecrieurBaeTCs mapoJjeM yaaleHHOTO OOHOBISHUS, 3al1ChIBAEMOTO B
KJII0Y U coxpaHsiemMoro B b/l mpollnMBOK B MOMEHT 3allMCy MacKM B Kiio4d. Takum oOpazoMm,
00MEH MOXET IMPOMCXOAUTH IO OTKPHITOMY KaHaIy CBSI3H.



YaanenHoe o6HoOBNneHue

Ha nmpuMepe nByx 371eKTpOHHBIX Kimtodeir Guardant Time paccMOTpuM ITOApoOHEE BECh IIUKIT
yIaJeHHOro OOHOBJIEHUS MaMSITH KJItoya.

Llar 0. MoaroroEka NApons yaasIeHHOro OGHOBNIEHUS

Haponb YAAJICHHOTO OOHOBJICHUSI 3aIlMChIBAETCsI B KJIIOY IIpu nmporpaMMMpOBaHNM Ha 9TaIle
HpeHHPOHa}KHOﬁ MOArOTOBKHU. 3aIKCh IIPpOUCXOOUT B MOMCHT MOJIHOM MHUILIAAIW3AlUK T1a-
MATH KJTI04a, ITOCJIC Y€Tro IMapoOJib paciiojaracrcsia B Hea,npecyeMoﬁ 00J1aCTU U HE MOXET ObITh
CUMTaH.

YCTaHOBUTH 3HAYCHUE TTAPOJIST YIAJICHHOIO OOHOBICHMS MOXKHO IIPY IIOMOIIY Y TUJIUTEHI IIPO-
rpaMMHpoBaHus Kioueir. OH 0ToOpakaeTcsl HEIMOCPEACTBEHHO MOCIIe TOJIel CIelnaTbHOrO
Ha3HA4YeHUs:

14 UL W MATOPHTM L1 Llaollod Uecoae) Laalln% Uecode J00% B3 22 L7 ELFE DL 23 WA AL MY 79 98 DS 0F
1152 2745 Ceof0AHaA NaMATE 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 001
3930 ao0s Mane AnA Y THIKT AMArHOCTHEH

0016 || Mapons yasnesoro obkoenena ||

IIpu co3maHmMy HOBOI MAcKM yTWJIMTA IMPOTPAMMUPOBAHUSI aBTOMAaTHYECKM TeHEPUPYET Cy-
yaiHoe 3HaueHue mapojist. YToOsl OTpenaKTUPOBaTh 3HAUCHME I1apOoJIs YIAJICHHOIO OOHOB-
JIEHUsI, HEOOXOIMMO 3arpy3uTh (WJIM CO3IaTh) HYXXHYIO MacKy, BBIIEIUTH I1ojie Maponb yaa-
JNIeHHOro 06HOBJIEHMS 1 BBLITTOJHUTH KOMaHIy MeHI0 PegakTtupoBaTtb | CBoiicTBa nons.

B nosBuBmeMcs auanore CBOMCTBa MO MpeicTaBieHa MOCIeAOBATEbHOCTh U3 16 GaiiT.
OHa MOXeT OBITh OTpeIaKTUPOBaHA BCTPOCHHBIM IIIECTHANIATEPUIHBIM PEIAKTOPOM:

CeokicTea nonA ‘Remote update secret key'PazMep AaHHEL 5[

Alarn namMaTH |

oooo 88 79 F9 68 Y6 3E S50 FO  €wwhv:Fp
0008 AD 32 19 3B 8D 10 95 DF  -20;K0-4
ooio0

[~ oEm

COxpaHHTE |

[~ ¥HukansHos
SHAYEHHE ANA
Ka#A0H 3aMHCH B
KRS

CreHEpHPOEaTE HOBOE
SHAYEHHE

Ok OTHEHS I anMBHHTbl Cnpaeka I




lar 1. Cozaanmue 3anpoca Ha o6HOBNEeHMe
PaccMoTpuM cuTyaiivio, Koraa rmocjie nepeaadyd KOHEYHOMY ITOJIb30BaTENI0 KiIroUa U IPUIo-
JKEHMsI, OTPAaHUYEHHOTIO T10 YMCJTY 3aIlyCKOB, KJIMEHT IOKYyIaeT y pa3paboTurKa MOJTHYIO Bep-
CHIO IPOrPaMMBbI IUTIOC HAOOP pacllMpeHU, TULEH3UPYEMbIX OTAEIbHO.

Takum o6pa3oM, B KJII0U€ MOJIb30BaTEsI HEOOXOAUMO CHSITh OrpaHWUYEHME 10 YUCTY 3aITyCKOB
aJITOPATMa, COOTBETCTBYIOIIETO JMILIEH3UM MPUIOXKEHHUS, a TAKKE T00aBUTh aJITOPUTM, COOT-
BETCTBYIOIINIA TULCH3UN HA HOBBIC MOIYJIM.

KoHeuHblii mosib30BaTeNlb — ¢ CAaHKIMK pa3paboTyvKa — MpU MOMOIIU CHIEHUATBHON YTUIIU-
ThI (GrdTRU.exe) HauMHaeT NPoLecC YAATIEHHOTO OOHOBJIEHMUS:

AWCTaHUMOHHOE NPOr paMMHpOBaHYe KNoueH Guarda x|

OWUCTaHUMOHHOE NporpaMMMpoBaHie
Knoven Guardant

ﬂ,aHHaﬂ Y¥THAWMTA NOSE0NAET NOAHOCTEHD HNKM H3CTHHHO obHOBHTE

A %\ COAEPHHMOE MAMATH KNkoYa, OHa NpeaHasHaueHa And
/ d}‘ \ OBHOENSHHA KNMIHER, NDAAEPHHEAHILNE NROUEAYRY
4 W fOEEpEHHOMD ¥ AaneHHoro OGHOENEHKA (TR,
BriGepHTE AEHCTEHE H HAMMHTE KHOMKY ‘danse ="
(% HauaTk HOBYH) OMEpalAk OOHOENEHMS KNHYaE:
" MpoAon#HTE ONEPALHHD OBHOBNEHHA KIOHa,
MHHUMMPOBAHHYHD BO BPEMA NPEABIAYLLErD CEEHCE,
X WOEANTECE, 4TO K KOMMBHTEDY NOACOEAMHEH TONEKD
= P 'l TOT KN, KOTOPEIM HE0D0x0AMMD OBHOBHTE
LPT g

BHMMAHIE! MpoueAvpa ¥ AaneHHOro 0GHOENEHHA YHe
HHHLLMHPOEEHA,

MOETOPHAA FrEHEPALHA YMCN3-EONPOCa MOXET NPHEECTH K
HEMPEACKESYEMbIM PESYNETaTam!

English | = Hazag I danee = I OTHEHS |

ITpoucxoaut reHepauusl 3arpoca Ha OOHOBJIEHME MaMsITH KJoda (T. H. YMcsia-Bonpoca).
CosznaHHBIM 3aIIpOC II0JIb30BATENb TODKEH IIepeaaTh pa3padoTINKY:

AHCTAHUHMOHHOE NPpOr paMMMpOBaHKe Knroveq Guardal x|

Mporparia creHepHPOEAana YHCNo-E0NpoC, KOTOpoE HeobxoamHHo
MEPECAACTE NOCTSELULHEY NPOrPaMMHOrD OBECNEYEHMA,

CUXD&HHB HFCNO-E0ONpOC Ana ﬂaHbHEﬁLIJEﬁ OTCEINKH, BBl MOMETE
'33EEPWHTE' paboTy NPArpaMtel M NPOAGNKMTE NICNE N2AYHEHHA
YHMCNA-0TEETA OT NOCTAEWMKS,

/ ‘\‘)t N
. ¢0"' \\ Ecnm Bl YEEPEHE!, 4T0 4MCND-0TEET ByAET NonyHeHo

" HemMeANSHHO, HEMHTE KHOMKY ‘Adanses' AnA MpoaonHeHHA
ONEPalkH 0GHOENEHHA,

59 14 OE 23 F4 CB 00 62 AD SE 6C 9C FE 23 41 C1 69 67 DE

40 D0 4E 11 DC F7 60 44 BY BD 4E A4 57 5E 02 4E 22 A7 C4

33 9E 32 97 30 19 EA 34 53 51 94 EC 9C 59 9F 04 DF 04 C3

w 99 39 BE 85 26 57 A7 B8 C7 BS 84 Z1 9F 93 58 AS A9 DS B4
w ’l‘ BF 91 44 CD 49 2E 2 53F AF 4F AS DC 32 E6 B9 96 D3 61 66
g F4 FS 40 41 1E 24 68 47 84 OC £B BD 63 DE BA AB DD 30 F3

93 01 25 304 DE C2 99 30 FC FO 5B F8 C2 74 85 B5 FO FO
27 8E 60 7F 59 F4 E1 B9 A3 Af FE 3E 55 76 6E D9 CB 24 94

47 BY BCS7 F6 DY 18 D3 D3 01 94 83 57 4E C4 A4 C9 3B 54 j

Mo noute | B Gyihep |

< Hazan | fanee = | OTHEHS

B okHe nuajnora mpeajioxkeHbl TPU BapuaHTa coxpaHeHus 3ampoca. IIpu HaxaThuy KHOIKHU
[Mo nouTte] Oymer aBTOMaTUYECKU C(POPMUPOBAHO MUCHMO, BO BIOXEHHWM KOTOPOro OyaeT
comepxkartbces ¢aitn ¢ 3arpocoM. Kronku [B daiin] u [B 6ydep] no3BoOJISIIOT, COOTBETCTBEH-
HO, COXpaHUTb 3aIpoc B Buje (aitia, Ujim COXpaHUTb ero B 0ydep.

CoxpanuM 3anpoc B ¢aitn. Ums daiina, npeagaraemMoe 1o yMoa4aHUIo, MMeeT Ha3BaHUe BUIA
question_ID_DATE.txt. [Tocie coxpaHeHuUs1 YMcCaa-BOIpoca paboTy yTUIUTBI MOXHO 3aBep-
mmTh (KHOTIKa [3aBepwnTtb/OTMeHa]).
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B cnydyae reHepaumu nonb3oBaTesieM HECKONbKMX 3arpocoB Ha 06HOBIIEHNE AENCTBUTENEH 6y,qu MocneaHui.

O6HoBNEHME NAMATU KtOUYa MOXKET ObITb BbIMO/HEHO TOSTbKO HAa HEM.

Llar 2. Cozpanne paamna o6HOBNEHUS

[TomyuunB 3ampoc Ha 0OHOBJIEHNUE, Pa3padbOTINK GOPMUPYET HaMIT OOHOBJICHUS U OTIIPABIISET

€0 KOHCYHOMY I10JIb30BaTCIIIO.

ITpu npoBeaeHNM yaaleHHOTO OOHOBJIEHUS MaMSITH KJIl04a BaXKHO, YTOOBI MapoJib yAaJeHHO-
ro OOHOBJICHMSI B KJIIOUE IMOJIb30BaTesl COOTBETCTBOBAI MApOJI0 YAAIEHHOTO OOHOBJICHUS B
dopmupyemoii Mmacke. YToOBI UCKITIOUUTH BO3MOXKHOCTh OIINOKY PEKOMEHIYETCS 3aTPy3UTh B
PepakTop Macku 1moclieTHIO TIPOIIMBKY JIJisT OOHOBJIsIeMOro Kitoua. JIjis1 aToro Heo0XoauMo
BBITNIOJIHUTH KOMaHAy MeHIo ba3a gaHHbIX | 3arpy3uTb NPOWMBKY MO YMC/y-BONpPOCY.

BBeauTe B OKHO MOSIBUBIIIETOCS A1ajIora 3ampoc
Ha OOHOBJIEHME, TOJYYEHHBIH OT KOHEYHOTO
TOJIb30BATEIS.

ITocne HaxaTtust Ha KHonKy [OK] OyaeTr aBToma-
TUYECKU HaiieHa U 3arpyxeHa B PemakTop Mac-
KU aKTyajbHasl MPOLUMBKA ISl KJ0Ua, HAXOIs-
ILIETOCS1 Y KOHEYHOTO MOJIb30BaTENS.

Yucno-Bonpoc, Nony4eHHOE 0T Nonb: =

BEEAWTE YHCNO-BONPOC, NONYYEHHOE OT NONEZ0EATENS ANA
ZArpysen nocneaHeR NPOWHEKH K3 Baskl AaHHEIX

88 CF 1 DF 88 7F IFFOED 3E D6 29 29 86 2C A B2 95 3F AS
ESF301 FAZEBESS BEFS 11 D AS AT 33508255 (595 22
OESF97 AEC6& D1 ES 57 0ABIBE23DBEC 37 IF 33627836
(CF FS Fz 37 DD 50 FD 99 AB F1 4F 05 4D C1 0D A7 FE 9F 24 (D
59 A7 50 C6 02 AE EA 9E 74 25 45 99 50 DZ 0B EE 9E 50 3F 47
AG BS BA D3 26 5F FC 44 B7 66 26 2C AC AS 64 ES FF SEB D2 54
SFD974B9430ED3 8D 35 EBE40 9B 55 91 OF PR 02 1021 33
A9 22 50 BE B9 C0 4F 2E 74 37 6C B9 EO 74 AA 6F 94 DF DS 9F
4 2F D555 1F 85 1CBA G0 B2 75 36 2C E4 03 3E 25 553 DE BL

BCTaeHTE | K | OTMEHS |

Tenepb HEOOXOAMMO BHECTU M3MEHEHUS B HalICHHYIO MPOIIMBKY. [lo6aBMM B MacKy ara-
PaTHBIA aJIrOPUTM C HOMEPOM (T. H. YAC/IOBbIM MMEHEM), TUIIOM U OIIpeAC/IUTEIeM, COOT-
BETCTBYIOIIMM JIMIIEH3UM HA PaCIIUPEeHUS K 3alIUIIEHHOMY IIPWIOXECHUIO:

- LC33ManUDUG Ueus HIRESRL u
4 rw TafnHua anropHTHMOE 0001 0601 42 0000 00 00 0000 00 00 00 00 C
1z rw Anroputi 00 (AES128) Protected application 1 4C 62 D6 4D 29 FOEL BC D SF 6F 21 F9 BS 02
mm Anroputi 01 (AES128) Extensions for application 1 EE 49 OF D2 B1 B2 59 BE 17 DF 3F E5 08 01 56
il CB0f00AHaA NaMATE 000000 00 00 00 0000000000 00 0000 00C
18 Mone AnA ¥THANT AHArHOCTHKH

I3 FlARA Ak 4N ANAHHAFA ARHAR AEHA

A Takke CHMMEM OIrpaHMYE€HHE Ha YMCJIO OOpallleHHMI K aJrOpUTMY, COOTBETCTBYIOIIEMY

JIMIICH3MHN Ha CaMO ITPUJIOKCHUC!

| SR | SHAEYEHHE |
Homep nporpame! a BriDepuTe KNMeHTa U MACKY ONA 3anUcH B
Bepcra CeoicTea nona ‘Protected application 1'Pazmep ganHbix (| ﬂ
CepHIAHBIR M2 . — —
S —— CEOMCTEE ANropHTMaY3alLNLERHON Sueficn | BpeteHHbie 3asncuiocTh | Onpeaenkens anropiTha | lne nponucan
CueTank N21 (GP) aHe
CHETHME N2
WHAEkE
" 3aBmcuT o1 1D J
TR OWNTE KN4
Protected application 1 PeENED R (EE
Extensions for application 1 .
I ymenewenven cueTnca:
ZTHKH
BNEHHA AOCTYMHEIS CEPEHCE Maponk CNyHERHEIRNOCT OAHHEIF
[ AktiEauna [o [rocromrei =l
[ AeakTHBauHA IU IﬂncquHblﬁ j
l- HTeHne AaHHE!: Hbl2. 3anUCaHHbIE
I~ | Urenne no naponis I 0 I!‘IncquHblﬁ j
[ OBHoBnEHHE AaHHEX | 0 Iﬂncmqnnmﬁ j
i KNH4Ya ©
COK
WeHToB
QR I OTHEHS I [PHHEHHTE: I _npaeka |




ITocne BHeceHUsI BceX UBMEHEHMIA H606XOI[I/IMO COXpaHUTb MAacCKy B base JAaHHBIX ITPOIIUBOK:

Knkoy  BuA | Basa AaHHer:  CNPaBka
@ g \ﬁ |7 BrntounTe/BRIKIHYHTE Basy aaHHb: Chrl+D éﬂ 51 DEC -
1 4 - .

TMOKCK NPOWMECK KAHYEH Ale+L
ETHI I THN 3arpysMTe NOCNEAHHE ASHHEIE, 3aMMCaHHEIS B KHY HadEHHE
Besztatal 3arpyaMTE NPOWHEKY N0 YHCTY-BONpOCY AlE+F 0
BezsHakol _ . 1
FEMMCATE: b Al
CHETHHE
BaszHatol JAMHMCATE Macky B Basy AaHHBIX KAK. .. Alb+3
EBezzHakol SarpysHTe Macky M3 Basel AaHHEX Alk+R
BeszHatkol ¥AanMTE Macky M3 Baskl AaHHED: AlE+E
CEEARL BribpaTh KAMEHTA A+
o Tatnmua : 001 06 01 42 0000 00 00 0d 0d ad ad A
o ARFOpHTM AoBaBhTb knHeHT & Basy AdHHbIX Al C 62 D6 40 29 FO E1 BC CO SF 6F 21 F9 E
o AnropHTh WHOPMALMA O KHEHTE: Alt+1 E 49 0F D2 B1 B2 89 BE 17 OF 3FES 05 0
-- ¥AanHTE KNMEHTAa M3 Baskl AaHHE Ale
MNone Ana
Mapone ¥, HacTpomica Bazkl aHHE AlE+HD

...1 IPOIOJIKUTE TIPOLIEAYPY OOHOBIIEHUS — CO3JATh JAMIT OOHOBJICHUST MaMSITU KJTI0Ya, BBI-
noJaHuUB KoMaHay Kntou | O6HOBNneHMe kitoua.

Ha skpane nosiutcst auajor OOHOBJICHUE MAaMSITU KTloda. B HeM yxke comepXHUTCs 3apoc Ha
OOHOBJIEHHUE, IPUCIAHHBIN TT0JIb30BaTeIeM (€CIM MacKa OblLla 3arpyXeHa B peJaKTop MO YMC-
JIy-BoIpocy) ¥ BeiBeAeH 1D xirroua KiuveHTa, 111 KOTOPOTO MPOBOAUTCS Ipolieaypa OOHOBJIe-
HUS:

OGHOENEHWE NAaMATH KAHYA XI

Mo anyHCTa YEAMHTE, KaKHH 0Bpazonr By AeT oBHOENATECA NaMATE
KNhoMa: NOKaNeHo (Knhov NoACOEAMHEH K NOPTY KOMNBMITERA) HAH
YA3NEHHO (KNHEHT NPHMCAaN YHMCND-B0NPOC HA OGHOENEHHE]?

£ Koy moAcns AHHEH I MOpTY. KoMMsHTERE

&} MHEHT NPHCNEN SMCNO-EONPOC Ha OBHOBNEHHE ¥aneHHorD
¥noda

EeeauTe HHCNO-EONPOC OT KNHMEHTa

&5 CF C1 DF 88 7F IFFY ED 3E D6 29 29 86 2C ABEZ 95 3F AS
ESF301 7AZEBESEBEFS 11 D9 AT A7 3356 5258 Co 95 22
0E 5F 97 AE C6 01 ES 57 04 B1 BE 23 DB EC 37 1F 33 62 75 36
CFFSF2 37 DD S0 FD 99 ABF1 4F 05 40 C1 0D A7 FE 9F 24 CD
59 A7 50 Ca 02 AE EA 9E 74 25 46 99 50 D2 06 EE 9E 50 3F 47

Mz dafina BcTaenTE

1D Knkoua | 674195654

= Hazasn I fanee = I OTMEHS | Cnpaeka |

Terneps HEOOXOAUMO MOACOESAUHUTL MAacTep-KNKM (1100011 KITI0Y TOM K€ MOAEIN, YTO U 00-
HOBJISIEMbII) K MOPTY U HaxaTb Ha KHONKY [[fanee >]. IIpu 3ToM B maMsTh MacTep-Kjiaoua
OyayT 3amMcaHbl CIlelMadbHbIE AJITOPUTMBI, YYACTBYIOLIME B MOATOTOBKE JaHHBIX OOHOBIIE-
Hus. Kak TojgbpKo gaMn oOHOBIIeHUS OyAeT cpopMUPOBaH, COAEPKMMOE MAacTep-KJIl0ua aBTO-
MaTUYEeCKM BOCCTAHOBUTCS IIYyTEM 3allCH B HETO IOCJIEIHEN MPOIIMBKY IUISI 9TOTO KJII04Ya M3
B/ (r1pu HaIM4YMUM TaKOBOIA).

Co3maHHBIM gaMIl OOHOBJIEHUSI HEOOXOIMMO IepeaaTb I10Jb30BATCIIIO. CJ'ICI[YCT OTMCTUTD,
YTO JaMIl OOHOBJIEHUS 6y,I[CT JEWCTBUTEJICH TOJBKO IJISI TOTO QJICKTPOHHOTI'O KJItO4a, 3aIIpocC
Ha OOHOBJIEHUE KOTOPOT'O UCITIOJIb30BAJICA.



lar 3. O6HOBNEHME NAMSTH KJTIOUO
ITocne monyyeHus: gaMmIia OOHOBJIEHUS TTOJIb30BATEII0 HEOOXOAMMO CHOBA 3aITYCTUTh KJIUEHT-
cKy1o yTunuty ooHoBaeHUs GrdTRU, BeiOpaTh MyHKT MpO/OMKMTD onepaunio o6HoBeHns

KJIOYa 1 HaxXaTh Ha KHOTIKY [Aanee]:

W Guardant x|

MpOBaHWE KA

JIMCTaHUWOHHOE NpoOrpal

OucTaHUMOHHOE NporpaMMHUpoBaHue
KrroYen Guardant

faHHaA ¥ THAHTA NO3EONAET NONHOCTEHD HAH HACTHYHO OBHOBHTE
ok COABPHHMOE NAMATH KNHYa, OHa NPeAHA3HAYEHa ANA
‘,}!\ \ 0BHOBNEHHA KIHHEH, N04ASPHHEAMILHY NPOLEAYRY
> AoeepeHHoro ¥ aaneHHoro OBHoeneHwA {TRLY.
BriIfEpHTE ASFACTENE M HA¥MNTE KHOMKY 'Janee ="

" HauaTe HOBYHO ONEpaUAe OBHOBAEHNA KNHYa

% TIpoACMATE ONEPALHHD OBHOENEHA KNHuYa,
FHHUMHPOEAHHYH B0 BREMA NPEABIAYILETD CEaHCa,

WHEAMTECE, YT K KOMIEHITERY NOACORAHHEN TOMEK
TOT KAM0H, KOTOPBIH HE00x04nM0 06HOBHTE

w

w I [ ] ”
t"l
BHAMAHVIE! MpoueAypa yAANEHHOr0 OOHOENEHHA YiKe

HHHUHHPOESHA,
MOETOPHEA MEHEPALMA YMCNA-BONPOCE MOMET NPHBECTH K

HEMPEACKAZYEMEIM PESY NETATan!

English = Hazan I fAanee = I OTMEHE

ITocne BBoma mamna OOHOBJEHHUS M HaxKaTus Ha KHOIKY [[lanee] OyneT mpou3BeneHa ornepa-
L1 10 OOHOBJICHUIO TTaMSITH KJTI04Ya IIPUCIaHHBIMU JaHHBIMH.

[ MCTaHLMOHHOE NPOrpaMMMpoBaHie Knoyueil Guardank 5'

BE2AHTE HMCNO-OTEET, NOMYHEHHBIA OT NOCTABWHKA
MPOrpaMMHOrD OBECNEYEHMA M HaXMMTE KHOMKY 'flanee =" AnA
MPOAOAXEHNA DNEPALMA OOHOENEHHA

- \

/ ‘\‘1" > OEBE42D355 CADI A7 AS 41 14E1 41 SAOS7EEIDA 9A &
- ¢f} DEF4BE0Z AL C6 1A SZEE 3982589307 7D 77 ZE2C 71

1 OCED 45364646 25 9C D4 AED36EB1 7945 97 EZ2 AD 92
549569 CDAZ AD 71 CEFD 92 41 36 DF DE 41 £3 32 24 31
CEAIZEDIZI 6E4A 2B E2F7 ICE4 64 FOBO 1360FS 10
B7 631505 1F 6E 71 IEFA 4D 61 D4 5605 COFZ 45F2 E5
D3 AABATII6IBFFESBCDD 1953 C1 S5 9CDFES 90 1A
85 Z8DF30797AB1 76594082 5C 21 FZ 1SDSBEST 63
22 1646 3D A3 4C A5 ES 95 A6 B3 CACEBSF4E3 F6 OF AS
8045 BCSEACSL 7F 7A F4 47 14 C2 60 B6 46 DO 90 56 FA
06 B4 50 D& 77 C0 E4 4 51 8F 2301 C3 90 30 57 BS 40 56
CEE959 (D 1595 5E 34 F3 67 77 FS 04 76 63 60 FA 4D C9
SD3EF4DA 61 EF 43B0B1 45 COEZ 65 20 65 5C 95 94 80
ZZFCFG 16DS 1A 61 EF 3E 6D 6C 33 87 44 B2 34 90 10 EB
34 11CEFE7IBD 9D BI SE4CFSEE 11 7841 436D FE 72

1= Bythepa | 113 chakin

< Hazaa fanee > | OTHEHS |

B cnygae ycnemHoro oKoH4aHMSI Ha 9KpaHe MOSBUTCS MOCISIHSS CTpaHMIIa MacTepa ¢ UTO-

raMM BBIIIOJIHEHUA OII€pallum:
Guardank x|

JIMCT aHLMOHHOE NPOrpaMMUPOEAHUE KNKOY

The opetation completed successfully,

MporpatMa CreHepHpOBana Ko NOATEEPHASHHA IABEPLIEHHA
ONEPALMH, KOTOPOE KPAHHE HEOBX0 AMMO NEPECNATE NOCTAEWHKY
MporpamMMHora odecnedeHk, B NpoTHEHON cny4as Bel NOTepRETE
E0SMOMHOCTE AaNEHERWErD OBHOENEHNA KNKYa.

Mo noute | B dhafin | B Bydep |




B pesynbTrarte ycrnemHoro oOHoOBIeHUs MaMsaTH Kitoda yTuiauta GrdTRU BbIgacT Koj MOMI-
TBEePXKICHUS, CoAepXKaIuii MHGOopMaLIMIO O pe3yabTaTte oOHOoBIeHUs. [lonmb30BaTenio ciaemyeT
COXPAHUTH €T0 U IepeaaTh pPa3pabOTINKY IIPUIOKEHUS JTIOOBIM yIOOHBIM CIIOCOOOM.

llar 4. 3aBepwieHMe YAANEHHOTO OGHOBNEHMUS

IMocne monyyeHMsT KoJa MOATBEPXACHUS pa3pabOTYMK 3aBeplliaeT Ipoleaypy OOHOBICHMS,
3aHOCS B 0a3y JaHHBIX MH(POPMALIMIO O Pe3yIbTaTe COCTOSIBIIETOCS OOHOBIICHMUSI.

Hnsa aToro HeoOXOAMMO BBIMOJHUTH KOMaHIy MeHI0O Knou | 3aBepwnTtb yaaneHHoe 06-
HOBJIEHME:
x|

EEEAHTE KOA NOATEEPHAEHHA SAEEPLUEHMA ONEPALMH,
NONYHEHHBIA 0T KIMEHTA:

B3 AC 80 5F D6 89 B6 51 45 64 0B 77 6F 25 55 00 7F DE SE
71 A3 116544 EF 31 E4 8E 8D 96 B7 52

BCTaEHTE

< Hazag lanse = OTMEHS Cnpasta

B pesynbrare B Bl OyneT go0aBiieHa ouepeaHasl 3alMch O MPOIIMBKE KI04a.

10



3aknoueHme

B maHHOM ypoke ObLI pacCMOTPEH MOPSAAOK NCHCTBUI, BBIIOJHIEMBIX IIPU YAAJICHHOM IIPO-
rpaMMupoBaHuu Kiaoueit Guardant.

WHCTpyMEHT yaajJeHHOro OOHOBJIEHUSI MaMSITU KIIOUeil SIBASIETCS OOHMM M3 OCHOBHBIX
CPEICTB COMPOBOXIAESHUS 3aLIUILIEHHBIX TTPUIOXKEHUN U MPOBENEHUS JOJTOCPOYHON JIMLIEH-
3MOHHOM MOJIMTUKU.

He cnenyet 3a6b1BaTh 0 HEOOXOAUMOCTHU BKJIIOUeHUs YTUIUThl GrdTRU.exe B cocTaB AUCTpU-
OyTHBa 3aIUIEHHOIO MPUIOXEHUS.

Bo n3bexaHne HECOBMECTUMOCTH IIPU MPOBEACHNH YIAaJIEHHOIO OOHOBICHUSI PEKOMEHIYeTC s
ucnoab3oBarb yTUInThl GrdTRU 1 GrdUtil 13 ogHoli 1 TOM XKe Bepcuu KOMILIEKTa pa3padboT-
yuka Guardant.
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JononHuTenbHbIe UCTOUMHUKM MHPOpMALLMMN

ITpu BOZBHUKHOBEHUHU BOIIPOCOB, Ha KOTOPHIE BaM HE YIaJIOCh HAMTU OTBETa B 3TOM IIOCOOUM,
pPEKOMEHAYEM 00PaTUTHCS K CAEAYIOLIMM TOMOJHUTEIbHBIM UCTOYHMKAM MH(OpMaLIUU;

WWW: hittp://www.guardant.ru

Web-caliT pa3paboTyuMKa COAEPXUT OOJbIION 00beM CIpaBOYHOI MHGpOpMaLUKU 00 3JIeK-
TpOHHBIX Kitoyax Guardant.

Cny)x6a TeXHN4YEeCKOM NOAACPIKKMN:
e-mail: hotline@guardant.ru
ten. +7(495)925-77-90
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